


3.5.1 Letters from the beneficiary of the consultancy along with details of the consultancy 

fee. 

Name of the faculty 
consultant or trainer 

Organization to which 
consultancy or corporate training 

provided 

Dates/duration 
of consultancy 

Amount 
generated 

in INR 

Page 
No. 

2019-2020 

 Dr. K. Pradeep Reddy Claro software Solutions Pvt Ltd 2019-2020 2,80,000 1-28 

2020-2021 

Dr. Alagumuthu Krishnan Claro software Solutions Pvt Ltd 2020-2021 2,90,000 29-35 

Dr. Praveen Kumar 

Kancherla 
Amaravathi Research Academy 2020-2021 60,000 

36-62 

2021-2022 

Mr. N. Suresh Claro software Solutions Pvt Ltd 2021-2022 2,50,000 63-84 

2022-2023 

Dr. L. Arokia Jesu Prabhu Claro software Solutions Pvt Ltd 2022-2023 2,60,000 85-111 



12th August 2019

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road,
Hyderabad, Telangana, India – 501401

Respected Sir,

In Reference to our discussion cited,
I  am  writing  to  inform  you  that  our  company  Claro  Software  Solutions  Pvt.  Ltd.
Experiencing  some  challenges  in  carrying  on  its  Project  developments  although  it  is
currently in progress. This proposal letter outlines the said project’s details which have
great Improvisation and benefits on a longer run. We are looking for the best support
from your side positively by the end of  June 2020, on these projects mentioned below,
and we are also attaching project details along with the troubles with this letters.

Project  title:  “Semantic-Enhanced  Marginalized  Denoising  Auto-Encoder-Based
Cyberbullying Detection”

We hope that you will consider our request in reviving this project and allocate suitable 
experienced faculty to complete the project on time.

Please send us the confirmation for carrying out the project.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 19/08/2019

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

On behalf of CMR Institute of Technology, I am pleased to inform you that the management has
accepted your proposed request for solving your problem through our faculty team.

Project title: “Semantic-Enhanced Marginalized Denoising Auto-Encoder-Based 

Cyberbullying Detection”

We feel that your proposal of problem statement can be handled by team of experts headed by
Dr. K. Pradeep Reddy and his team. We believe that this proposal can be completed within the
desired  duration  as  mentioned  by  you.  Hence  we wish  to  accommodate  and  work on  your
proposal. 

Deployed Team members:

Principal Investigator: Dr. K. Pradeep Reddy

Associate Investigators:
1. Dr. Vijender Kumar Solanki
2. Dr. S. Alagumuthukrishnan

 Regards,



 30th August 2019

From,
Claro Software Solutions Pvt. Ltd 
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v),  Medchal Road
Hyderabad, Telangana, India – 501401

Subject: Acknowledging with the project work-Reg. 

Dear Sir,

We wish to express our sincere thanks to you for accepting our project work on,

Project title: “Semantic-Enhanced Marginalized Denoising Auto-Encoder-Based 
Cyberbullying Detection”

And we wish to acknowledge and proceed with the project work. We, once again, would 
like to express my gratitude for association with our project application and undertaking 
the same.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 30/09/2019

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Project cost estimation for implementing the project “Semantic-Enhanced Marginalized 

Denoising Auto-Encoder-Based Cyberbullying Detection”-Reg

1. We thankfully acknowledge your enquiry and I wish to inform you that the assignment would

be handled by our faculty from our institution. 

2. As  decided  in  the  meeting  at  your  organization  on  30/08/2019  the  project  estimate  is
Rs.2,80,000/-.

 Best regards,



 18th January 2020

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road
Hyderabad, Telangana, India – 501401

Respected Sir,

Ref: Budget Proposal - CMRIT/2019 dated on 30/09/2019.

Respected Sir,

The company has received the budget proposed for implementing the project 
work titled “Semantic-Enhanced Marginalized Denoising Auto-Encoder-Based 

Cyberbullying Detection”

The Budget has provided necessary cost elements associated with the project.

Herewith,  the  company  acknowledges  the  total  approximate  budget  cost  of
Rs.2,80,000 stated by the institution for the completion of project work.

Thanking you.

We wish him all the success in his future endeavours. info@clarosoft.in

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources

mailto:endeavours.%20info@clarosoft.in


Sl. No. Activity Description Amount(Rs.)

1. “Semantic-Enhanced Marginalized Denoising Auto-
Encoder-Based Cyberbullying Detection”

2,80,000

Payment Details

 (Rupees in words)             
 Two lakh eighty thousand  only

CMR Institute of Technology
Kandlakoya (V), Medchal Road

Hyderabad – 501 401. Telangana, India
Invoice No: CMRIT/2019-
2020/01

The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

   INVOICE

Date: 11/06/2020

2,80,000

2,80,000

Signature

Sub 
Total

TOTAL



Date: 15.06.2020

COMPLETION STATEMENT

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Completion of the consultancy work-Reg

I am pleased to inform you that I have successfully completed the consultancy project titled: 
“Semantic-Enhanced Marginalized Denoising Auto-Encoder-Based Cyberbullying 
Detection” during the academic year 2019-2020.

Principal Investigator: Dr. K. Pradeep Reddy

Associate Investigators: 
1. Dr. Vijender Kumar Solanki
2. Dr. S. Alagumuthukrishnan

Yours faithfully,

       Regards,
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ABSTRACT 

As a side effect of increasingly popular social media, cyberbullying has emerged as a serious problem afflicting children, 

adolescents and young adults. Machine learning techniques make automatic detection of bullying messages in social media 

possible, and this could help to construct a healthy and safe social media environment. In this meaningful research area, 

one critical issue is robust and discriminative numerical representation learning of text messages. In this paper, we propose 

a new representation learning method to tackle this problem. Our method named Semantic-Enhanced Marginalized 

Denoising Auto-Encoder (smSDA) is developed via semantic extension of the popular deep learning model stacked 

denoising autoencoder. The semantic extension consists of semantic dropout noise and sparsity constraints, where the 

semantic dropout noise is designed based on domain knowledge and the word embedding technique. Our proposed method 

is able to exploit the hidden feature structure of bullying information and learn a robust and discriminative representation 

of text. 



INTRODUCTION 

What is Secure Computing? 

Computer security (Also known as cyber security or IT Security) is information security as applied to computers and 

networks. The field covers all the processes and mechanisms by which computer-based equipment, information and 

services are protected from unintended or unauthorized access, change or destruction. Computer security also includes 

protection from unplanned events and natural disasters. Otherwise, in the computer industry, the term security -- or the 

phrase computer security -- refers to techniques for ensuring that data stored in a computer cannot be read or compromised 

by any individuals without authorization. Most computer security measures involve data encryption and passwords. Data 

encryption is the translation of data into a form that is unintelligible without a deciphering mechanism. A password is a 

secret word or phrase that gives a user access to a particular program or system. 

Diagram clearly explain the about the secure computing 

Working conditions and basic needs in the secure computing: 

If you don't take basic steps to protect your work computer, you put it and all the information on it at risk.  You can 

potentially compromise the operation of other computers on your organization's network, or even the functioning of the 

network as a whole. 

1. Physical security:

Technical measures like login passwords, anti-virus are essential.  (More about those below)  However, a secure physical 

space is the first and more important line of defense. Is the place you keep your workplace computer secure enough to 

prevent theft or access to it while you are away?  While the Security Department provides coverage across the Medical 

center, it only takes seconds to steal a computer, particularly a portable device like a laptop or a PDA.  A computer should 

be secured like any other valuable possession when you are not present. Human threats are not the only 

concern.  Computers can be compromised by environmental mishaps (e.g., water, coffee) or physical trauma.  Make 

sure the physical location of your computer takes account of those risks as well.    

2. Access passwords:

The University's networks and shared information systems are protected in part by login credentials (user-IDs and 

passwords).  Access passwords are also an essential protection for personal computers in most circumstances.  Offices are 

usually open and shared spaces, so physical access to computers cannot be completely controlled. 



To protect your computer, you should consider setting passwords for particularly sensitive applications resident on the 

computer (e.g., data analysis software), if the software provides that capability.  

3. Prying eye protection:

Because we deal with all facets of clinical, research, educational and administrative data here on the medical campus, it is 

important to do everything possible to minimize exposure of data to unauthorized individuals.  

4. Anti-virus software:

Up-to-date, properly configured anti-virus software is essential.  While we have server-side anti-virus software on our 

network computers, you still need it on the client side (your computer). 

5. Firewalls:

Anti-virus products inspect files on your computer and in email.  Firewall software and hardware monitor communications 

between your computer and the outside world.  That is essential for any networked computer. 

6. Software updates:

It is critical to keep software up to date, especially the operating system, anti-virus and anti-spyware, email and browser 

software.   The newest versions will contain fixes for discovered vulnerabilities. 

Almost all anti-virus have automatic update features (including SAV).  Keeping the "signatures" (digital patterns) of 

malicious software detectors up-to-date is essential for these products to be effective. 

7. Keep secure backups:

Even if you take all these security steps, bad things can still happen.   Be prepared for the worst by making backup copies 

of critical data, and keeping those backup copies in a separate, secure location.  For example, use supplemental hard 

drives, CDs/DVDs, or flash drives to store critical, hard-to-replace data.   

8. Report problems:

If you believe that your computer or any data on it has been compromised, your should make a information security 

incident report.   That is required by University policy for all data on our systems, and legally required for health, 

education, financial and any other kind of record containing identifiable personal information. 

Benefits of secure computing: 

• Protect yourself - Civil liability:

You may be held legally liable to compensate a third party should they experience financial damage or distress as a

result of their personal data being stolen from you or leaked by you.

http://it.med.miami.edu/x929.xml
http://it.med.miami.edu/x929.xml


• Protect your credibility - Compliance:

You may require compliancy with the Data Protection Act, the FSA, SOX or other regulatory standards. Each of

these bodies stipulates that certain measures be taken to protect the data on your network.

• Protect your reputation – Spam:

A common use for infected systems is to join them to a botnet (a collection of infected machines which takes orders

from a command server) and use them to send out spam. This spam can be traced back to you, your server could be

blacklisted and you could be unable to send email.

• Protect your income - Competitive advantage:

There are a number of “hackers-for-hire” advertising their services on the internet selling their skills in breaking into

company’s servers to steal client databases, proprietary software, merger and acquisition information, personnel

detailset al.

• Protect your business – Blackmail:

A seldom-reported source of income for “hackers” is to·break into your server, change all your passwords and lock

you out of it. The password is then sold back to you. Note: the “hackers” may implant a backdoor program on your

server so that they can repeat the exercise at will.

Protect your investment - Free storage: 

Your server’s harddrive space is used (or sold on) to house the hacker's video clips, music collections, pirated software or 

worse. Your server or computer then becomes continuously slow and your internet connection speeds deteriorate due to 

the number of people connecting to your server in order to download the offered wares.



SYSTEM ANALYSIS 

EXISTING SYSTEM: 

❖ Previous works on computational studies of bullying have shown that natural language processing and machine 

learning are powerful tools to study bullying.  

❖ Cyberbullying detection can be formulated as a supervised learning problem. A classifier is first trained on a 

cyberbullying corpus labeled by humans, and the learned classifier is then used to recognize a bullying message. 

❖ Yin et.al proposed to combine BoW features, sentiment features and contextual features to train a support vector 

machine for online harassment detection. 

❖ Dinakar et.al utilized label specific features to extend the general features, where the label specific features are 

learned by Linear Discriminative Analysis. In addition, common sense knowledge was also applied. 

❖ Nahar et.al presented a weighted TF-IDF scheme via scaling bullying-like features by a factor of two. Besides 

content-based information, Maral et.al proposed to apply users’ information, such as gender and history 

messages, and context information as extra features.

DISADVANTAGES OF EXISTING SYSTEM: 

❖ The first and also critical step is the numerical representation learning for text messages. 

❖ Secondly, cyberbullying is hard to describe and judge from a third view due to its intrinsic ambiguities. 

❖ Thirdly, due to protection of Internet users and privacy issues, only a small portion of messages are left on the 

Internet, and most bullying posts are deleted.



PROPOSED SYSTEM: 

❖ Three kinds of information including text, user demography, and social network features are often used in 

cyberbullying detection. Since the text content is the most reliable, our work here focuses on text-based 

cyberbullying detection. 

❖ In this paper, we investigate one deep learning method named stacked denoising autoencoder (SDA). SDA stacks 

several denoising autoencoders and concatenates the output of each layer as the learned representation. Each 

denoising autoencoder in SDA is trained to recover the input data from a corrupted version of it. The input is 

corrupted by randomly setting some of the input to zero, which is called dropout noise. This denoising process 

helps the autoencoders to learn robust representation.  

❖ In addition, each autoencoder layer is intended to learn an increasingly abstract representation of the input.  

❖ In this paper, we develop a new text representation model based on a variant of SDA: marginalized stacked 

denoising autoencoders (mSDA), which adopts linear instead of nonlinear projection to accelerate training and 

marginalizes infinite noise distribution in order to learn more robust representations.  

❖ We utilize semantic information to expand mSDA and develop Semantic-enhanced Marginalized Stacked 

Denoising Autoencoders (smSDA). The semantic information consists of bullying words. An automatic 

extraction of bullying words based on word embeddings is proposed so that the involved human labor can be 

reduced. During training of smSDA, we attempt to reconstruct bullying features from other normal words by 

discovering the latent structure, i.e. correlation, between bullying and normal words. The intuition behind this 

idea is that some bullying messages do not contain bullying words. The correlation information discovered by 

smSDA helps to reconstruct bullying features from normal words, and this in turn facilitates detection of bullying 

messages without containing bullying words.

ADVANTAGES OF PROPOSED SYSTEM: 

❖ Our proposed Semantic-enhanced Marginalized Stacked Denoising Autoencoder is able to learn robust features 

from BoW representation in an efficient and effective way. These robust features are learned by reconstructing 

original input from corrupted (i.e., missing) ones. The new feature space can improve the performance of 

cyberbullying detection even with a small labeled training corpus. 

❖ Semantic information is incorporated into the reconstruction process via the designing of semantic dropout noises 

and imposing sparsity constraints on mapping matrix. In our framework, high-quality semantic information, i.e., 

bullying words, can be extracted automatically through word embeddings. 

❖ Finally, these specialized modifications make the new feature space more discriminative and this in turn 

facilitates bullying detection. 

❖ Comprehensive experiments on real-data sets have verified the performance of our proposed model.



SYSTEM DESIGN 

SYSTEM ARCHITECTURE: 

6. SYSTEM REQUIREMENTS

HARDWARE REQUIREMENTS: 

• System  : Pentium IV 2.4 GHz. 

• Hard Disk : 40 GB. 

• Floppy Drive : 1.44 Mb. 

• Monitor : 15 VGA Colour. 

• Mouse : Logitech. 

• Ram : 512 Mb.

SOFTWARE REQUIREMENTS: 

• Operating system : - Windows XP. 

• Coding Language :  JAVA

  Data Base :  MYSQL 



SYSTEM STUDY 

FEASIBILITY STUDY 

The feasibility of the project is analyzed in this phase and business proposal is put forth with a very 

general plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is 

to be carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some 

understanding of the major requirements for the system is essential. 

Three key considerations involved in the feasibility analysis are 

 ECONOMICAL FEASIBILITY 

 TECHNICAL FEASIBILITY 

 SOCIAL FEASIBILITY 

ECONOMICAL FEASIBILITY 

 This study is carried out to check the economic impact that the system will have on the organization. The amount of 

fund that the company can pour into the research and development of the system is limited. The expenditures must be 

justified. Thus the developed system as well within the budget and this was achieved because most of the technologies 

used are freely available. Only the customized products had to be purchased.  

TECHNICAL FEASIBILITY 
This study is carried out to check the technical feasibility, that is, the technical requirements of the 

system. Any system developed must not have a high demand on the available technical resources. This will lead to high 

demands on the available technical resources. This will lead to high demands being placed on the client. The developed 

system must have a modest requirement, as only minimal or null changes are required for implementing this system.    

SOCIAL FEASIBILITY 

The aspect of study is to check the level of acceptance of the system by the user. This includes the process of 

training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a 

necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about 

the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some 

constructive criticism, which is welcomed, as he is the final user of the system. 



SYSTEM TESTING 

The purpose of testing is to discover errors. Testing is the process of trying to discover every conceivable fault 

or weakness in a work product. It provides a way to check the functionality of components, sub assemblies, assemblies 

and/or a finished product It is the process of exercising software with the intent of ensuring that the 

Software system meets its requirements and user expectations and does not fail in an unacceptable manner. There are 

various types of test. Each test type addresses a specific testing requirement. 

TYPES OF TESTS 

Unit testing 

 Unit testing involves the design of test cases that validate that the internal program logic is functioning properly, and 

that program inputs produce valid outputs. All decision branches and internal code flow should be validated. It is the 

testing of individual software units of the application .it is done after the completion of an individual unit before 

integration. This is a structural testing, that relies on knowledge of its construction and is invasive. Unit tests perform basic 

tests at component level and test a specific business process, application, and/or system configuration. Unit tests ensure 

that each unique path of a business process performs accurately to the documented specifications and contains clearly 

defined inputs and expected results. 

Integration testing 

    Integration tests are designed to test integrated software components to determine if they actually run as one 

program.  Testing is event driven and is more concerned with the basic outcome of screens or fields. Integration tests 

demonstrate that although the components were individually satisfaction, as shown by successfully unit testing, the 

combination of components is correct and consistent. Integration testing is specifically aimed at   exposing the problems 

that arise from the combination of components. 

Functional test 

        Functional tests provide systematic demonstrations that functions tested are available as specified by the business and 

technical requirements, system documentation, and user manuals. 

Functional testing is centered on the following items: 

Valid Input   :  identified classes of valid input must be accepted. 

Invalid Input  : identified classes of invalid input must be rejected. 

Functions  : identified functions must be exercised. 

Output     : identified classes of application outputs must be exercised. 

Systems/Procedures: interfacing systems or procedures must be invoked. 

     Organization and preparation of functional tests is focused on requirements, key functions, or special test cases. In 

addition, systematic coverage pertaining to identify Business process flows; data fields, predefined processes, and 

successive processes must be considered for testing. Before functional testing is complete, additional tests are identified 

and the effective value of current tests is determined. 



System Test 

     System testing ensures that the entire integrated software system meets requirements. It tests a configuration to ensure 

known and predictable results. An example of system testing is the configuration oriented system integration test. System 

testing is based on process descriptions and flows, emphasizing pre-driven process links and integration points. 

White Box Testing 

        White Box Testing is a testing in which in which the software tester has knowledge of the inner workings, structure 

and language of the software, or at least its purpose. It is purpose. It is used to test areas that cannot be reached from a 

black box level. 

Black Box Testing 

      Black Box Testing is testing the software without any knowledge of the inner workings, structure or language of the 

module being tested. Black box tests, as most other kinds of tests, must be written from a definitive source document, such 

as specification or requirements document, such as specification or requirements document. It is a testing in which the 

software under test is treated, as a black box .you cannot “see” into it. The test provides inputs and responds to outputs 

without considering how the software works. 

Unit Testing: 

Unit testing is usually conducted as part of a combined code and unit test phase of the software lifecycle, although 

it is not uncommon for coding and unit testing to be conducted as two distinct phases. 

Test strategy and approach 

Field testing will be performed manually and functional tests will be written in detail. 

Test objectives 

• All field entries must work properly.

• Pages must be activated from the identified link.

• The entry screen, messages and responses must not be delayed.

Features to be tested 

• Verify that the entries are of the correct format

• No duplicate entries should be allowed

• All links should take the user to the correct page.

Integration Testing 

Software integration testing is the incremental integration testing of two or more integrated software components 

on a single platform to produce failures caused by interface defects. 

The task of the integration test is to check that components or software applications, e.g. components in a 

software system or – one step up – software applications at the company level – interact without error. 

Test Results: All the test cases mentioned above passed successfully. No defects encountered. 



Acceptance Testing 

User Acceptance Testing is a critical phase of any project and requires significant participation by the end user. It 

also ensures that the system meets the functional requirements. 

Test Results: All the test cases mentioned above passed successfully. No defects encountered.



10. CONCLUSION

In, This paper addresses the text-based cyberbullying detection problem, where robust and discriminative representations 

of messages are critical for an effective detection system. By designing semantic dropout noise and enforcing sparsity, 

we have developed semantic-enhanced marginalized denoising autoencoder as a specialized representation learning model 

for cyberbullying detection. In addition, word embeddings have been used to automatically expand and refine bullying 

word lists that is initialized by domain knowledge. The performance of our approaches has been experimentally verified 

through two cyberbullying corpora from social medias: Twitter and MySpace. As a next step we are planning to further 

improve the robustness of the learned representation by considering word order in messages.



















02nd September 2020

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road,
Hyderabad, Telangana, India – 501401

Respected Sir,

In Reference to our discussion cited,
I  am  writing  to  inform  you  that  our  company  Claro  Software  Solutions  Pvt.  Ltd.
Experiencing  some  challenges  in  carrying  on  its  Project  developments  although  it  is
currently in progress. This proposal letter outlines the said project’s details which have
great Improvisation and benefits on a longer run. We are looking for the best support
from your side positively by the end of  May 2021, on these projects mentioned below,
and we are also attaching project details along with the troubles with this letters.

Project title: “Better P2P Multimedia Distribution Preserving Privacy Using Recombined
Fingerprints”

We hope that you will consider our request in reviving this project and allocate suitable 
experienced faculty to complete the project on time.

Please send us the confirmation for carrying out the project.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 11/09/2020

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

On behalf of CMR Institute of Technology, I am pleased to inform you that the management has
accepted your proposed request for solving your problem through our faculty team.

Project title: “Better P2P Multimedia Distribution Preserving Privacy Using Recombined 

Fingerprints”

We feel that your proposal of problem statement can be handled by team of experts headed by
Dr. S.  Alagumuthukrishnan  and his team. We believe that this  proposal can be completed
within the desired duration as mentioned by you. Hence we wish to accommodate and work on
your proposal. 

Deployed Team members:

Principal Investigator: Dr. S. Alagumuthukrishnan

Associate Investigators:
1. Dr. Vijender Kumar Solanki
2. Dr. K. Pradeep Reddy

 Regards,



15th September 2020

From,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v),  Medchal Road
Hyderabad, Telangana, India – 501401

Subject: Acknowledging with the project work-Reg. 

Dear Sir,

We wish to express our sincere thanks to you for accepting our project work on,

Project title: “Better P2P Multimedia Distribution Preserving Privacy Using 
Recombined Fingerprints”

And we wish to acknowledge and proceed with the project work. We, once again, would 
like to express my gratitude for association with our project application and undertaking 
the same.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 22/10/2020

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Project cost estimation for implementing the project “Better P2P Multimedia Distribution 

Preserving Privacy Using Recombined Fingerprints”-Reg

1. We thankfully acknowledge your enquiry and I wish to inform you that the assignment would

be handled by our faculty from our institution. 

2.  As  decided  in  the  meeting  at  your  organization  on  15/09/2020  the  project  estimate  is
Rs.2,90,000/-.

 

                 Best regards,

.



     18th January 2021

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road
Hyderabad, Telangana, India – 501401

Respected Sir,

Ref: Budget Proposal - CMRIT/2020 dated on 22/10/2020.

Respected Sir,

The company has received the budget proposed for implementing the project 
work titled “Better P2P Multimedia Distribution Preserving Privacy Using 

Recombined Fingerprints”

The Budget has provided necessary cost elements associated with the project.

Herewith,  the  company  acknowledges  the  total  approximate  budget  cost  of
Rs.2,90,000 stated by the institution for the completion of project work.

Thanking you.

We wish him all the success in his future endeavours. info@clarosoft.in

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources

mailto:endeavours.%20info@clarosoft.in


        

Sl. No. Activity Description Amount(Rs.)

1. “Better P2P Multimedia Distribution Preserving 
Privacy Using Recombined Fingerprints”

2,90,000

 
Payment Details

 (Rupees in words)             
 Two lakh ninety thousand only
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Dear Sir,

Sub: Completion of the consultancy work-Reg

I am pleased to inform you that I have successfully completed the consultancy project titled: 
“Better P2P Multimedia Distribution Preserving Privacy Using Recombined Fingerprints” 
during the academic year 2020-2021.

Principal Investigator: Dr. S. Alagumuthukrishnan

Associate Investigators:
1. Dr. Vijender Kumar Solanki
2. Dr. K. Pradeep Reddy
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I am writing to inform you that our company Amaravathi Research Academy (ARA), is 

experiencing some challenges in carrying on its Project developments although it is currently 

in progress. This proposal letter outlines the said project's details which have great potential 

and benefits in the long term. We are looking for the best support from your side positively 

the project mentioned below, and we are also attaching project abstract along with the 

troubles with this letters. 

Project title: "Compact Low Volume EBG Embedded Patch Antenna for Wireless 

Applications" 

Date: 02/08/2020 
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Please send us the confirmation for carrying out the project. 
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accepted your proposed request for solving your problem through our faculty team. 

Associate Investigators: 

Title : "Compact Low Volume EBG Embedded Patch Antenna for Wireless Applications" 

1. Mr. Tula Santosh 

We feel that your proposal of problem statement can be taken up with our experienced faculty 

Dr. Praveen Kumar Kancherla and his team consists of two more faculty members. We believe 

that this proposal can be completed within the desired duration as mentioned by you. Hence we 
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Principal Investigator : Dr. Praveen Kumar Kancherla 
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3. Mr. Siva Kumar 
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To, 
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Department of Electronics and Communication Engineering, 
CMR Institute of Technology 
Kandlakoya(v), Medchal Road 
Hyderabad, Telangana, India - 501401 

Dear Sir, 

Subject: Acknowledging with the project work-Reg. 
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We wish to express our sincere thanks to you for accepting our project work 

Titled: «Compact Low Volume EBG Embedded Patch Antenna for Wireless Applications" 

Managing Director, 

Date: 12/08/2020 

And acknowledging you to prOceed with the project work. We, once again, would like to 
express my gratitude for association with our project application and undertaking the same. 

Amaravathi Research Academy(ARA) 
Hyderabad 
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Managig DËrectot 
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Kandlakoya(v), Medchal Road 
Hyderabad, Telangana, India - 501401 

To, 

The Managing Dircctor, 
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Patch Antenna for Wireless Applications" 

1. We thankfully acknowledge your cnquiry and I wish to inform you that the assignment would 
be handled by our faculty from our institution. 
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2. As decided in the mccting at your organization on 17/O8/2020 the project estimate is 

Rs.60,000/ 

3. Please find below project Milestones for implementing the system. 

b) Design Methodology : W 5 to W 15 

Kandiakya (V), Medchai Dist 
HyderataC - S01 40 1 

Ph BOASS7612 
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a) Preliminary study of the system: W(Week)1 to W4 from the starting date of the 

assignment 

c) Implementation, Verification & Validation of results : W 16 to W 20 

d) Documentation of Project : W21l to W 24, 

onine at in 

Date: 18/08/2020 

4. Kindly let us know the feasibility of the above plan for you to get started with the work. I shall 

give you a confirmation call for finalizing the dates of delivery. 

Best regards 

Head of the Department, ECE 
CMR Institute of Technology, Hyderabad. 

YtOrdae ac 
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CMR Institute of Technology 
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Hyderabad, Telangana, India -501401 

Ref: Budget Proposal - CMRIT/ECE/2020 dated on 18/08/2020. 

Respected Sir, 

wwW.ARAA.CO.IN 

The company has received the budget proposed for implementing the project work titled 
"Compaet Low Volume EBG Embedded Patch Antenna for Wireless Applications". The 
Budget has provided necessary cost elements associated with the project. 

Managing Director, 

Herewith, the company acknowledges the total approximate budget cost of 
Rs.60,000 stated by the institution for the completion of project work. 

Thanking you. 

Date: 25 O8/2020 

Amaravathi Research Academy(ARA) 
Hyderabad 

vatl; 

ARA 

Mana 
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Payment Details 
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Total 

TOTAL 
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From, 

Dr. Praveen Kumar Kancherla 

Associate Professor, 
ECE Department. 
CMR Institute of Technology 
Kandlakoya(v), Medchal Road 

Hyderabad, Telangana, India - 501401 

To, 
The Managing Director., 
Amaravathi Research Academy(ARA), 
Hyderabad - 501401 

Dear Sir, 

COMPLETION STATEMENT 

Sub: Completion of the consultancy work-Reg 

I am pleased to inform you that I have successfully completed the consultancy project titled: 

"Compact Low Volume EBG Embedded Patch Antenna for Wireless Applications" during 

the academic year 2020-21. 

Principal Investigator: Dr. Praveen Kumar Kancherla 

Associate Investigators: 

1. Mr. Tula Santosh 

2. Mr. Nagaraja Kumar Pateti 

3. Mr. K. Siva Prasad 

Date: 04.02.2021 

Yours faithfully, 

Dr. Praveen Kumar Kancherla 
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ABSTRACT 

Anonymous fingerprint has been suggested as a convenient solution for the legal distribution of multimedia contents with 

copyright protection whilst preserving the privacy of buyers, whose identities are only revealed in case of illegal re-

distribution. However, most of the existing anonymous fingerprinting protocols are impractical for two main reasons: 1) 

the use of complex time-consuming protocols and/or homomorphic encryption of the content, and 2) a unicast approach 

for distribution that does not scale for a large number of buyers. This paper stems from a previous proposal of recombined 

fingerprints which overcomes some of these drawbacks. However, the recombined fingerprint approach requires a 

complex graph search for traitor tracing, which needs the participation of other buyers, and honest proxies in its P2P 

distribution scenario. This paper focuses on removing these disadvantages resulting in an efficient, scalable, privacy-

preserving and P2P-based fingerprinting system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

SYSTEM ANALYSIS 

EXISTING SYSTEM: 

❖ Most fingerprinting systems can be classified in three categories, namely symmetric, asymmetric and anonymous 

schemes.  

❖ In symmetric schemes, the merchant is the one who embeds the fingerprint into the content and forwards the 

result to the buyer; hence, the buyer cannot be formally accused of illegal re-distribution, since the merchant also 

had access to the fingerprinted content and could be responsible for the re-distribution.  

❖ In asymmetric fingerprinting, the merchant does not have access to the fingerprinted copy, but he can recover the 

fingerprint in case of illegal re-distribution and thereby identify the offending buyer.  

❖ In anonymous fingerprinting, in addition to asymmetry, the buyer preserves her anonymity (privacy) and hence 

she cannot be linked to the purchase of a specific content, unless she participates in an illegal re-distribution. 

DISADVANTAGES OF EXISTING SYSTEM: 

❖ Developing a practical system using this idea appears difficult, because public-key encryption expands data and 

substantially increases the communication bandwidth required for transfers.  

❖ Homomorphic encryption constrains the type of mathematical operations which can be performed on the content 

for embedding, making it difficult to use the more advanced and robust techniques in the data hiding literature. 

❖ In addition, the application of this idea in a distributed scenario (such as P2P networks) is not simple, since 

embedding would have to be performed by peer buyers, requiring a complex and supervised protocol. 

 

PROPOSED SYSTEM: 

❖ The content is divided into several ordered fragments and each of them is embedded separately with a random 

binary sequence. The binary sequence for each fragment is called segment and the concatenation of all segments 

forms the whole fingerprint. 

❖ The merchant distributes different copies to a reduced set of M seed buyers. The fingerprints of these buyers are 

such that their segments have low pair-wise correlations. 

❖ The buyers other than the seed ones engage on P2P transfers of the content in such a way that each new buyer 

obtains fragments from at least two other buyers. The total number of buyers is N _ M. 

❖ The communication between peer buyers is anonymous through an onion routing-like protocol using a proxy. 

❖ The fingerprint of each new buyer is built as a recombination of the segments of its parents.  

❖ Proxies know the pseudonyms of source and destination buyers and they have access to the symmetric keys used 

for encrypting the multimedia content. 

❖ A transaction record is created by a transaction monitor to keep track of each transfer between peer buyers. These 

records do not contain the embedded fingerprints, but only an encrypted hash of them. 

❖ The fingerprints’ hashes are encrypted in such a way that the private key of at least one parent is required for 

obtaining their cleartext. 



❖ The real identities of buyers are known only by the merchant. The transaction monitor records buyers’ 

pseudonyms. 

❖ In case of illegal re-distribution, a search is required through the distribution graph. The search starts from the 

seed buyers and is directed by a correlation function between the traced fingerprint and the fingerprints of the 

tested buyers. These tested buyers must co-operate with a tracing authority to compute the correlation between 

their fingerprint and the one extracted from the illegally re-distributed file. The fingerprints’ hashes recorded in 

the transaction monitor are enough to prevent buyers from cheating in this step. 

❖ At each step of the traitor tracing protocol, the buyer with maximum correlation is chosen as the most likely 

ancestor of the illegal re-distributor. This criterion is mostly right, but some incorrect choices may occur during 

the search process, requiring the exhaustion of a subgraph and backtracking. 

❖ The search ends when perfect correlation is found between the fingerprint of the tested buyer and that of the 

illegally re-distributed file. If a buyer refuses to take a correlation test, the hash recorded in the transaction 

monitor can be used as evidence against her. 

ADVANTAGES OF PROPOSED SYSTEM: 

❖ This paper reviews the main features of the proposal suggested, highlights its main drawbacks, and suggests 

several significant improvements to achieve a more efficient and practical system, especially as traitor tracing is 

concerned, since it avoids the situations in which illegal redistributors cannot be traced with the proposal. 

❖ Furthermore, better security properties against potentially malicious proxies are obtained. 

Although the system proposed in this paper uses publickey encryption in the distribution and traitor tracing protocols, it 

must be taken into account that this encryption is only applied to short bit strings, such as the binary fingerprints and 

hashes, not to the content. The fragments of the content are encrypted using symmetric cryptography, which is much more 

efficient. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



IMPLEMENTATION 

MODULES: 

1. Merchant 

2. Buyers’ Privacy 

3. Transaction monitor 

4. Database authentication attacks 

 

MODULES DESCRIPTION: 

Buyers’ Privacy: 

 

The identity of a buyer who has purchased a specific content could be revealed by a coalition of two parties: one of the 

proxies chosen by the buyer and the merchant (who can link her pseudonym to a real identity) or, similarly, the transaction 

monitor and the merchant. Better privacy could be achieved if, for example, the pseudonyms were encrypted by the 

proxies using the public key of the tracing authority. 

 

Database authentication attacks: 

An attacker may try to obtain the fingerprint of a buyer that is stored in the transaction monitor’s database. An attacker 

may try to intercept the traffic between a buyer and one or more of her proxies and keep a copy of all the fragments of the 

content. 

 

Transaction monitor: 

It keeps a transaction register for each purchase carried out for each buyer. This transaction register includes an encrypted 

version of the embedded fingerprints. In case of illegal re-distribution, it participates in the tracing protocol that is used to 

Identify the illegal re-distributor(s). 

 

Merchant: 

He distributes copies of the content legally to the seed buyers. Each fragment of the content contains a different segment of 

the fingerprint embedded into it. The segments have low pair-wise correlations. 

 

 

 

 

 

 

 

 

 

 

 

 

 



INPUT DESIGN 

The input design is the link between the information system and the user. It comprises the developing specification and 

procedures for data preparation and those steps are necessary to put transaction data in to a usable form for processing can 

be achieved by inspecting the computer to read data from a written or printed document or it can occur by having people 

keying the data directly into the system. The design of input focuses on controlling the amount of input required, 

controlling the errors, avoiding delay, avoiding extra steps and keeping the process simple. The input is designed in such a 

way so that it provides security and ease of use with retaining the privacy. Input Design considered the following things: 

➢ What data should be given as input? 

➢  How the data should be arranged or coded? 

➢  The dialog to guide the operating personnel in providing input. 

➢ Methods for preparing input validations and steps to follow when error occur. 

 

OBJECTIVES 

1. Input Design is the process of converting a user-oriented description of the input into a computer-based system. This 

design is important to avoid errors in the data input process and show the correct direction to the management for getting 

correct information from the computerized system. 

2. It is achieved by creating user-friendly screens for the data entry to handle large volume of data. The goal of designing 

input is to make data entry easier and to be free from errors. The data entry screen is designed in such a way that all the 

data manipulates can be performed. It also provides record viewing facilities. 

3. When the data is entered it will check for its validity. Data can be entered with the help of screens. Appropriate 

messages are provided as when needed so that the user will not be in maize of instant. Thus the objective of input design is 

to create an input layout that is easy to follow 

OUTPUT DESIGN 

A quality output is one, which meets the requirements of the end user and presents the information clearly. In any system 

results of processing are communicated to the users and to other system through outputs. In output design it is determined 

how the information is to be displaced for immediate need and also the hard copy output. It is the most important and 

direct source information to the user. Efficient and intelligent output design improves the system’s relationship to help user 

decision-making. 

1. Designing computer output should proceed in an organized, well thought out manner; the right output must be 

developed while ensuring that each output element is designed so that people will find the system can use easily and 

effectively. When analysis design computer output, they should Identify the specific output that is needed to meet the 

requirements. 

2.Select methods for presenting information. 

3.Create document, report, or other formats that contain information produced by the system. The output form of an 

information system should accomplish one or more of the following objectives. 



❖ Convey information about past activities, current status or projections of the 

❖ Future. 

❖ Signal important events, opportunities, problems, or warnings. 

❖ Trigger an action. 

❖ Confirm an action. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

LITERATURE SURVEY 

 

1)  An efficient and fair buyer-seller fingerprinting scheme for large scale 

networks 

AUTHORS:  C.-C. Chang, H.-C. Tsai, and Y.-P. Hsieh 

In digital watermarking, most existing schemes focus on the owners' copyright protection rather than protection of the 

customers' rights. Therefore, these schemes are unfair to legitimate customers who have no certificate to prove their right 

to use the watermarked digital content that they have purchased. In addition, these schemes are also unable to identify 

those who leak pirated copies of the watermarked digital content. To protect customers' rights and to identify the users of 

unauthorized copies, the fingerprinting technique is a feasible method for embedding a watermark so that content owners 

can identify users who have purchased the right to use the content and users who have not purchased this right. Although 

some fingerprinting schemes have been proposed in recent years, most of them are inefficient due to their homomorphic 

architecture that is based on public key cryptography. Therefore, in this paper, we propose a fair, traceable, and efficient 

watermarking scheme with a novel architecture. Due to the high computational complexity of the asymmetric 

cryptography, such as modular multiplications and exponentiations which lead much heavier burden than operations in 

symmetric cryptography, the proposed protocol transfers the demanding computational requirements from the buyer to a 

powerful server in protocol design. The proposed method can achieve these benefits: 1) the rights of legitimate buyers can 

be protected; 2) the proposed scheme is traceable; 3) the proposed scheme is more efficient than the previous schemes 

because public key cryptography is not frequently used; and 4) the buyer's anonymity can be well-protected until there is 

an infringement accusation. 

 

2) Distributed multicast of fingerprinted content based on a rational peer-to-peer 

community 

AUTHORS: J. Domingo-Ferrer and D. Megıas 

In conventional multicast transmission, one sender sends the same content to a set of receivers. This precludes 

fingerprinting the copy obtained by each receiver (in view of redistribution control and other applications). A 

straightforward alternative is for the sender to separately fingerprint and send in unicast one copy of the content for each 

receiver. This approach is not scalable and may implode the sender. We present a scalable solution for distributed 

multicast of fingerprinted content, in which receivers rationally co-operate in fingerprinting and spreading the content. 

Furthermore, fingerprinting can be anonymous, in order for honest receivers to stay anonymous. 

 

 

 

 

 

 



 

3)  Secure logarithmic audio watermarking scheme based on the human auditory 

system 

AUTHORS:  M. Fallahpour and D. Megıas 

This paper proposes a high capacity audio watermarking algorithm in the logarithm domain based on the absolute 

threshold of hearing of the human auditory system (HAS), which makes this scheme a novel technique. When considering 

the fact that the human ear requires more precise samples at low amplitudes (soft sounds), the use of the logarithm helps us 

design a logarithmic quantization algorithm. The key idea is to divide the selected frequency band into short frames and 

quantize the samples based on the HAS. Using frames and the HAS improves the robustness, since embedding a secret bit 

into a set of samples is more reliable than embedding it into a single sample. In addition, the quantization level is adjusted 

according to the HAS. Apart from remarkable capacity, transparency and robustness, this scheme provides three 

parameters (frequency band, scale factor and frame size) which facilitate the regulation of the watermarking properties. 

The experimental results show that the method has a high capacity (800–7,000 bits per second), without significant 

perceptual distortion (ODG >1) and provides robustness against common audio signal processing such as added noise, 

filtering and MPEG compression (MP3). 

 

4)  DNA-inspired anonymous fingerprinting   for efficient peer-to-peer content 

distribution 

AUTHORS:  D. Megıas and J. Domingo-Ferrer 

When selling electronic content, the merchant would like each buyer to receive a different copy of the content 

fingerprinted with a serial number, in order to be able to trace redistributors should illegal redistribution happen. On the 

other hand, the merchant would like content distribution to be as scalable as possible, in order for mass transactions to be 

possible. Multicast content distribution fails to satisfy the first requirement: all receivers get exactly the same copy of the 

content, which makes it difficult to trace illegal redistributors. Unicast distribution of fingerprinted content, on the other 

hand, fails to satisfy the second requirement: for each buyer, the merchant needs to compute a fingerprint and establish a 

connection. P2P content distribution is a third option combining the strengths of multicast and unicast: the merchant needs 

to establish unicast connections only with a few seed buyers; on the other hand, with a suitable fingerprinting mechanism, 

illegal redistributors can still be identified and honest buyers can stay anonymous. We present a P2P content distribution 

scheme with such an anonymous fingerprinting mechanism, which is inspired in the way DNA sequences combine and 

spread from ancestors to descendants. 

 

 

 

 

 

 



5) Privacy-aware peer-to-peer content distribution using automatically 

recombined fingerprints 

AUTHORS: D. Megıas and J. Domingo-Ferrer 

Multicast distribution of content is not suited to content-based electronic commerce because all buyers obtain exactly the 

same copy of the content, in such a way that unlawful redistributors cannot be traced. Unicast distribution has the 

shortcoming of requiring one connection with each buyer, but it allows the merchant to embed a different serial number in 

the copy obtained by each buyer, which enables redistributor tracing. Peer-to-peer (P2P) distribution is a third option 

which may combine some of the advantages of multicast and unicast: on the one hand, the merchant only needs unicast 

connections with a few seed buyers, who take over the task of further spreading the content; on the other hand, if a proper 

fingerprinting mechanism is used, unlawful redistributors of the P2P-distributed content can still be traced. In this paper, 

we propose a novel fingerprinting mechanism for P2P content distribution which allows redistributor tracing, while 

preserving the privacy of most honest buyers and offering collusion resistance and buyer frame proofness. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

CONCLUSION 

 

The use of automatic recombined fingerprints has been recently suggested in the literature [12], [13], showing remarkable 

advantages: the fingerprints of buyers areunknown to the merchant (achieving anonymity) and fingerprint embedding is 

required only for a few seed buyers, whereas the other fingerprints are automatically obtained as a recombination of 

segments. However, the publishedsystem has some shortcomings: 1) it requires an expensive graph search in order to 

identify an illegal re-distributor, 2) some innocent buyers are requested to co-operate for tracing, and 3) the P2P 

distribution protocol requires honest proxies. This paper shows that the co-operation of honest buyers in traitor tracing 

entails several relevant  drawbacks that can make the published system fail undersome circumstances. The improvements 

suggested in this paper overcome thedrawbacks of [12], [13] by recording the fingerprints using multiple encryption in 

such a way that the graph search is replaced by a standard database search, whilst buyers’ frameproofness is retained. 

Also, misbehaving proxies are discouraged by means of random checks by the authority and using a four-party anonymous 

communication protocol to prevent proxies from accessing the cleartext of the fragments of the content. The final result is 

a fingerprinting system that features: 

1) efficient and scalable distribution of multimedia contents in P2P networks. 

2) efficient traitor tracing of illegal redistributors through a standard database search. 

3) privacy preservation and buyer frameproofness. 

4) mutual anonymity for merchant and buyers and between peer buyers. 

5) collusion resistance. 

6) avoidance of fingerprint embedding except for a few seed buyers. 

7) avoidance of (complex) homomorphic (or any type of public-key) encryption of the multimedia content. Further 

research can be focused on developing a proof of concept of this proposal on a real distribution scenario. 





















          

15th November 2021

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road,
Hyderabad, Telangana, India – 501401

Respected Sir,

In Reference to our discussion cited,
I  am  writing  to  inform  you  that  our  company  Claro  Software  Solutions  Pvt.  Ltd.
Experiencing  some  challenges  in  carrying  on  its  Project  developments  although  it  is
currently in progress. This proposal letter outlines the said project’s details which have
great Improvisation and benefits on a longer run. We are looking for the best support
from your side positively by the end of  May 2022, on these projects mentioned below,
and we are also attaching project abstract along with the troubles with this letters.

Project title: “Mobile Application Development on VNR”

We hope that you will consider our request in reviving this project and allocate suitable 
experienced faculty to complete the project on time.

Please send us the confirmation for carrying out the project.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 24/11/2021

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

On behalf of CMR Institute of Technology, I am pleased to inform you that the management has
accepted your proposed request for solving your problem through our faculty team.

Project title: “Mobile Application Development on VNR”

We feel that your proposal of problem statement can be handled by team of experts headed by
Mr N. Suresh and his team. We believe that this proposal can be completed within the desired
duration as mentioned by you. Hence we wish to accommodate and work on your proposal. 

Deployed Team members:

Principal Investigator: Mr. N. Suresh

Associate Investigators:
1. Mr. V. Shiva Kumar
2. Dr. K. Ruben Raju

 Regards,



29th November 2021

From,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v),  Medchal Road
Hyderabad, Telangana, India – 501401

Subject: Acknowledging with the project work-Reg. 

Dear Sir,

We wish to express our sincere thanks to you for accepting our project work on,

Project title: “Mobile Application Development on VNR”

And we wish to acknowledge and proceed with the project work. We, once again, would 
like to express my gratitude for association with our project application and undertaking 
the same.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources
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The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Project cost estimation for implementing the project “Mobile Application Development 

on VNR”-Reg

1. We thankfully acknowledge your enquiry and I wish to inform you that the assignment would

be handled by our faculty from our institution. 

2.  As  decided  in  the  meeting  at  your  organization  on  29/11/2021  the  project  estimate  is
Rs.2,50,000/- .

 

Best regards



18th January 2022

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road
Hyderabad, Telangana, India – 501401

Respected Sir,

Ref: Budget Proposal - CMRIT/2021 is dated on 30/12/2021.

Respected Sir,

The company has received the budget proposed for implementing the project 
work titled “Mobile Application Development on VNR”

The Budget has provided necessary cost elements associated with the project.

Herewith,  the  company  acknowledges  the  total  approximate  budget  cost  of
Rs.2,50,000 stated by the institution for the completion of project work.

Thanking you.

We wish him all the success in his future endeavours. info@clarosoft.in

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources
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Payment Details
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1. Mr. V. Shiva Kumar
2. Dr. K. Ruben Raju
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ABSTRACT 

This project can be used to identify a vehicle's license plate from pictures kept in a database (the information can be 

obtained from security cameras). In other words, it seeks to identify a car's license plate and then collect data about that 

vehicle. A government agency collects this data at motor vehicle registration in order to connect the vehicle's owner or 

user to the vehicle. The registration number, which is often alphanumeric, uniquely identifies the vehicle in the database of 

the issuing body. Depending on the country and its regulations, these number plates might have varied colors, fonts, and 

sizes. Automatic vehicle identification is accomplished by number plate recognition. The only way to identify a specific 

car is via its number plate. Real-time number plate identification is crucial for sustaining both traffic laws and law 

enforcement. It has numerous application locations; including border crossings, parking lots, and regions requiring high 

levels of protection. Number plate recognition is intended to automatically identify the number plate from a moving 

vehicle and then recognize the vehicle number plate. The two main components of automatic number plate recognition are: 

1. Vehicle Number Plate Extraction (VNPR). 

2. Optical Character Recognition (OCR). 

Number plate extraction is the process of identifying a vehicle's license plate and extracting the text from it. After being 

normalized, the segmented characters are given to an OCR algorithm. The optical character data will finally be 

transformed into encoded text. Utilizing template matching, the characters are identified. The output must be a string of 

characters as the end product. 

Keywords: Optical Character Recognition (OCR), Closed Circuit Television (CCTV), Vehicle Number Plate Extraction 

(VNPR), Unique Identification Number (UID). 
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NTRODUCTION 

It has become exceedingly difficult to locate and monitor vehicles used in crimes in recent years. Because they are able to 

travel by public transportation or their own means of transportation from one location to another. So it is challenging to 

locate that individual. But these days, every place has been digitalized and is protected by CCTV. We can locate the 

location of that car using the area code and location ID they provided while establishing the CCTV link. In this 

application, we must link all of the CCTV cameras to a single database and control its entire functioning. We must utilize 

technology and certain machine learning approaches to detect the person or vehicle by using the car number plate because 

it is difficult to identify and store the information (to convert the picture file to alpha-numeric).  Since they use the box 

filter technique, which smoothes the image by making each output pixel the average of the surrounding ones and 

eliminating details, noise, and edges from images, many applications that were previously introduced and put into use do 

not produce the best results. The process of transforming an image of text into a machine-readable text format is known as 

optical character recognition (OCR), and it is one of the two machine learning techniques we are introducing in this study 

that may yield the greatest results. Your computer will save the scan as an image file, for instance, if you scan a form or a 

receipt. The words in the image file cannot be edited, searched for, or counted using a text editor.) and Gaussian Blurring 

(carried out using the cv.GaussianBlur() function. The kernel's width and height should be positive and odd, respectively. 

Additionally, we must supply sigmaX and sigmaY, which stand for the standard deviations in the X and Y axes, 

respectively. SigmaY is assumed to be the same as sigmaX if only sigmaX is supplied. If either or both are provided as 

zeros, they are determined based on the kernel size. Gaussian noise can be effectively eliminated from an image using 

Gaussian blurring. The key distinction between the Gaussian Blur and Box Filter techniques is that Gaussian filters place 

more weight on the pixels that surround the central pixel. As a result, pixels located farther away have lower weights. 

Mean-filter, often known as a box-filter, simply takes the average of all adjacent pixels' pixel values.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

LITERATURE REVIEW 

This essay demonstrates how a camera initially records a video of a vehicle's license plate. This video is read by our 

software. During operations, a 10- to 15-second clip is used. The 10-second video consists of 240 frames, or pictures. The 

video is converted to frames at a frame rate of 24 fps in the second step. The final step, when frames are turned into 

images, is very important. The opening and closing processes are then finished. To retrieve the car number plate, image 

processing methods like segmentation, recognition, and localisation have been applied. A sophisticated edge detection 

method first identifies the image's edges. Following is the use of morphological operators. And in this way, the license 

plate is identified. [1]. 

India has a standard format for license plates that includes four distinct codes for each individual vehicle number plate, 

followed by two state codes, two district codes, and two more state codes. If the color of the number plate and the 

background are the same, mistakes may be made when locating and recognizing it. Processes including opening and 

shutting, erosion, and dilatation are applied to images. The assignment is divided into several pieces, including The first 

colorful image is taken with a camera. The picture is then converted from color to grayscale. to remove noise from an 

image. The segmentation method is then used to divide the quantity of plates into segments. [2]. 

Techniques for character segmentation and image processing are utilized to recognize number plates. Given that the high 

resolution camera can be used to take photos or movies, the output after receiving it as input should be clear. There are 

four basic steps in this system: In the first step, a video captured by the camera is input. A single standout frame or image 

is then selected from each of the video's frames. The region of the plate is then retrieved using the edge density and aspect 

ratio of two features. The segmentation procedure divides and identifies each number on the license plate. Recognition is 

then finalized in order to accurately and properly identify the numbers on the license plate [3]. 

This essay illustrates the following techniques: The first method involves preprocessing. The colored input image is 

changed to a grayscale version in this process, which separates the image into a set number of pixels. The next step is the 

detection of edges using a clever edge detector, where the edges of the image are recognized to minimize discontinuities. 

The input image is then dilated using a morphological operator to thicken the number so that it can be easily spotted. The 

segmented image is one that has been dilated. It functions as though the plate's numbers were acquired individually. The 

segmentation makes use of an OCR-like template matching method. Finally, the statistics are improved to get a better 

intended image. In order for the output to be of the highest quality possible, the camera must have a very high resolution 

[4]. 

The primary goal of this paper is to use the Restoration technique to find license plates in various environments. 

The restoration process is comparable to image enhancement. Image enhancement raises the image's quality. The system 

used in this article operates as follows: First, a video is recorded using a camera that is fixed in place. With the aid of our 

software operations, the video is divided into frames after being captured. The video lasts for 10 seconds and has 240 

frames or images. After being transformed from frames of video to pictures. On these photos, specific operations are 

carried out to extract the license plate. On the chosen, several resolution approaches are used. 

Image On extracted photos, restoration and contrast enhancement are conducted in order to find number plates. Filtering 

with an un sharp mask is used to get rid of background noise like rain and fog. An output image including the license plate 

appears after the noise has been eliminated [5]. 



In the first step of this study, a picture is shot with a Raspberry Pi camera, video is used as input, and the acquired photo 

graphs are saved in color JPEG format. The system contains the noise. Grey processing and median filtering are employed 

to reduce noise. The image is transformed into a grayscale format using grey processing, and noise is eliminated using 

median filtering. The borders of the rectangular license plate are recognized using a bounding box, and the edge of the car 

is detected using an edge detector. Segmentation is completed after extraction. The characters on the license plate are 

divided via segmentation. To identify various characters and digits, OCR is employed. Following recognition, the 

characters are printed in the form of a.txt file [6]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



METHODOLOGY 

A security system that relies on camera surveillance must perform the critical task of recognizing a vehicle's license plate. 

Using some computer vision techniques, we can extract the license plate from an image, and then we can utilize optical 

character recognition to identify the license number. Here, I'll walk you through the entire process of doing this task. 

Identify every curve in the picture, each contour's boundary rectangle may be found via With an average license plate, 

compare and verify the sides ratio and area of each surrounding rectangle. Use image segmentation to discover characters 

in the image inside the verified contour. Use OCR to recognize characters. 

Step 1: Original Image Captured by the CCTV 

Step 2: The input image must first be gray scaled and then blurred using a Gaussian blur in order to reduce noise. 

Step 3: Locate the image's vertical edges. The image must be binarized in order to disclose the plate. Apply Otsu's 

Thresholding to the image of the vertical edge for this. Other thresholding techniques require us to select a threshold 

value in order to binarize the image, whereas Otsu's Thresholding chooses the threshold value for us. On the threshold 

image, apply Closing Morphological Transformation. In a threshold image, closing is effective for filling in tiny black 

spaces between white areas. It makes the license plates rectangular, white box visible.  We must locate contours in the 

image in order to detect the plate. Before identifying contours, it is crucial to binarize and morph the image in order 

for it to find a smaller number of more pertinent contours. It would appear as follows if you drew all the retrieved 

outlines on the original image: Next, confirm the side ratios and area of the rectangle with the smallest area that each 

of the contours encloses. The minimum and maximum areas of the plate have been established at 4500 and 30000, 

respectively. Next, locate the contours in the region that has been confirmed and verify the side ratios and area of the 

bounding rectangle of the largest contour there. You will obtain a beautiful license plate shape after validating. Now 

take that contour out of the starting picture. You will see the plate's image: Clean_plate and the ratioCheck function of 

the class PlateFinder carry out this procedure. 

Step 4: We must use image segmentation in order to accurately recognize the characters on the license plate. The 

HSV format of the plate's picture must first be processed in order to retrieve the value channel. Binarize the value 

channel picture of the plate using adaptive thresholding to make the characters visible. Since adaptive thresholding 

employs different threshold values for different regions dependent on the brightness of the pixels nearby, it may be 

more appropriate to binarize the picture of the plate if it has varying lighting conditions in different parts of the image. 

Once the image has been binarized, use the bitwise not operation to identify any related image components so that we 

can extract character candidates. Create a mask that displays every aspect of the character, and then look for contours 

in the mask. Take the largest contour after the contours have been extracted, identify its bounding rectangle, and check 

the side ratios. Locate the convex hull of the contour and draw it on the character candidate mask after the side ratios 

have been verified. Locate every contour in the character candidate mask, and then extract those contour areas from 

the value threshold picture of the plate. This will give you every character separately. 

Step 5: In the end, we will store the information in our database. If a vehicle makes a mistake on our property, we 

must input the vehicle's number so that CCTV equipment can locate the vehicle's location. So, by utilizing this 

program, we can quickly identify and resolve any concerns and reduce crime in our nation. 



 

 

Figure: Block Diagram of Proposed approach 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

IMPLEMENTATION 

VANPR technology has become increasingly popular in recent years as a result of its numerous advantages for a variety of 

applications. A few benefits of ANPR include the ability to identify the vehicles implicated in crimes, traffic management, 

intelligent parking, toll automation, intelligent transportation systems in smart cities, and journey time analysis. 

Automatic Number Plate Recognition (ANPR) is a technique that reads a vehicle's registration number from photographs 

of its license plate using optical character recognition. To swiftly and automatically identify vehicles in still photos or live 

video from one or more cameras, automatic license plate recognition system uses several image processing techniques. If 

we use this program, we can minimize both traffic and security issues. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



DISCUSSION  

EXISTING SYSTEM 

In the current system, it is quite difficult to locate the car used in a crime, but many large cities are deploying CCTV 

cameras to defend their cities. High definition cameras are now being used, but they are all connected to a single server, so 

automatically recording is taking place. If there is a problem or difficulty, we have to inspect it manually, which takes a lot 

of time. for instance, it takes longer and requires manual verification if you want to check any vehicles that have been used 

in crimes. 

 PROPOSED SYSTEM 

In the suggested method, we make use of CCTV material that has been cut up into several kinds of frames. To identify the 

car that was used in the crime on those frames, we are employing machine learning techniques. We can also control traffic 

in big cities. In this system, we employ methods including segmentation, vehicle number plate extraction, and optical 

character recognition. Using the aforementioned method, we can locate and administer the system and get the best 

outcomes. By using this method, we can offer additional protection, simply identify the vehicles used in crime, and do so 

with less staff. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

CONCLUSION 

With the help of this application, people will be more secure and the nation's security environment will be maintained. We 

are using the Python programming language and new machine learning methods to create this application in order to 

reduce the amount of manpower required and the image noise. This program gives handlers additional time savings and 

security. 

 

FUTURE EXTENSION 

Since ensuring people's security is a never-ending process, we can employ this methodology and 

connect our service to mobile platforms (such as Android, IOS, or others). Because everyone uses a 

cell phone these days, it is tremendously beneficial to society. If a problem arises, they may quickly 

resolve it by utilizing their device. 













          

       08th August 2022

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road,
Hyderabad, Telangana, India – 501401

Respected Sir,

In Reference to our discussion cited,
I  am  writing  to  inform  you  that  our  company  Claro  Software  Solutions  Pvt.  Ltd.
Experiencing  some  challenges  in  carrying  on  its  Project  developments  although  it  is
currently in progress. This proposal letter outlines the said project’s details which have
great Improvisation and benefits on a longer run. We are looking for the best support
from your side positively by the end of  May 2023, on these projects mentioned below,
and we are also attaching project abstract along with the troubles with this letters.

Project  title:  “A  Cloud-Based  Safe  Anti-Collusion  Data  Sharing  System  for  Adaptive
Groups”

We hope that you will consider our request in reviving this project and allocate suitable 
experienced faculty to complete the project on time.

Please send us the confirmation for carrying out the project.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



   Date: 17/08/2022

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

On behalf of CMR Institute of Technology, I am pleased to inform you that the management has
accepted your proposed request for solving your problem through our faculty team.

Project title: “A Cloud-Based Safe Anti-Collusion Data Sharing System for Adaptive Groups”

We feel that your proposal of problem statement can be handled by team of experts headed by 
Dr. L. Arokia Jesu Prabhu and his team. We believe that this proposal can be completed within 
the desired duration as mentioned by you. Hence we wish to accommodate and work on your 
proposal. 

Deployed Team members:

Principal Investigator: Dr. L. Arokia Jesu Prabhu. 

Associate Investigators:
1. Mr. N. Suresh
2. Dr. K. Ruben Raju

 Regards,



      26th August 2022

From,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v),  Medchal Road
Hyderabad, Telangana, India – 501401

Subject: Acknowledging with the project work-Reg. 

Dear Sir,

We wish to express our sincere thanks to you for accepting our project work on,

Project title: “A Cloud-Based Safe Anti-Collusion Data Sharing System for 
Adaptive Groups”

And we wish to acknowledge and proceed with the project work. We, once again, would 
like to express my gratitude for association with our project application and undertaking 
the same.

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources



Date: 06/09/2022

From,
The Principal,
CMR Institute of Technology
Kandlakoya(v), Medchal Road
Hyderabad, Telangana, India – 501401

To,
The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Project cost estimation for implementing the project “A Cloud-Based Safe Anti-

Collusion Data Sharing System for Adaptive Groups”-Reg

1. We thankfully acknowledge your enquiry and I wish to inform you that the assignment would

be handled by our faculty from our institution. 

2.  As  decided  in  the  meeting  at  your  organization  on  26/08/2022  the  project  estimate  is
Rs.2,60,000/-

 

Best regards



12th October 2022

To,
The Principal,
CMR Institute of Technology,
Kandlakoya (v), Medchal Road
Hyderabad, Telangana, India – 501401

Respected Sir,

Ref: Budget Proposal - CMRIT/2022 dated on 06/09/2022.

Respected Sir,

The company has received the budget proposed for implementing the project 
work titled “A Cloud-Based Safe Anti-Collusion Data Sharing System for 
Adaptive Groups”

The Budget has provided necessary cost elements associated with the project.

Herewith,  the  company  acknowledges  the  total  approximate  budget  cost  of
Rs.2,60,000 stated by the institution for the completion of project work.

Thanking you.

We wish him all the success in his future endeavours. info@clarosoft.in

Yours Sincerely,
 For Claro Software Solutions Pvt Ltd,

Ilyas,
Manager – Human Resources

mailto:endeavours.%20info@clarosoft.in
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Kandlakoya (V), Medchal Road

Hyderabad – 501 401. Telangana, India
Invoice No: CMRIT/2022-
23/01

The Project Head,
Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

   INVOICE

 Date: 17/05/2023

2, 60,000
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                     Signature   
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Date: 21.05.2023
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To,
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Claro Software Solutions Pvt. Ltd    
Level 1, MB Towers, Road No 10
Banjara Hills, Hyderabad
500034. Telangana.

Dear Sir,

Sub: Completion of the consultancy work-Reg

I am pleased to inform you that I have successfully completed the consultancy project titled: “A

Secure Anti-Collusion Data Sharing Scheme for Dynamic Groups in the Cloud” during the 

academic year 2022-2023.

Principal Investigator: Dr. L. Arokia Jesu Prabhu

Associate Investigators: 
1. Mr. N. Suresh
2. Dr. K. Ruben Raju

Yours faithfully,

 Regards,
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ABSTRACT 

Benefited from cloud computing, users can achieve an effective and economical approach for data sharing among group 

members in the cloud with the characters of low maintenance and little management cost. Meanwhile, we must provide 

security guarantees for the sharing data files since they are outsourced. Unfortunately, because of the frequent change of 

the membership, sharing data while providing privacy-preserving is still a challenging issue, especially for an untrusted 

cloud due to the collusion attack. Moreover, for existing schemes, the security of key distribution is based on the secure 

communication channel, however, to have such channel is a strong assumption and is difficult for practice. In this paper, 

we propose a secure data sharing scheme for dynamic members. Firstly, we propose a secure way for key distribution 

without any secure communication channels, and the users can securely obtain their private keys from group manager. 

Secondly, our scheme can achieve fine-grained access control, any user in the group can use the source in the cloud and 

revoked users cannot access the cloud again after they are revoked. Thirdly, we can protect the scheme from collusion 

attack, which means that revoked users cannot get the original data file even if they conspire with the untrusted cloud.   In 

our approach, by leveraging polynomial function, we can achieve a secure user revocation scheme. Finally, our scheme 

can achieve fine efficiency, which means previous users need not to update their private keys for the situation either a new 

user joins in the group or a user is revoked from the group. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

INTRODUCTION 

What is cloud computing? 

             Cloud computing is the use of computing resources (hardware and software) that are delivered as a service over 

a network (typically the Internet). The name comes from the common use of a cloud-shaped symbol as an abstraction for 

the complex infrastructure it contains in system diagrams. Cloud computing entrusts remote services with a user's data, 

software and computation. Cloud computing consists of hardware and software resources made available on the Internet as 

managed third-party services. These services typically provide access to advanced software applications and high-end 

networks of server computers. 

 

Structure of cloud computing 

How Cloud Computing Works? 

The goal of cloud computing is to apply traditional supercomputing, or high-performance computing power, normally used 

by military and research facilities, to perform tens of trillions of computations per second, in consumer-oriented 

applications such as financial portfolios, to deliver personalized information, to provide data storage or to power large, 

immersive computer games. 

The cloud computing uses networks of large groups of servers typically running low-cost consumer PC technology with 

specialized connections to spread data-processing chores across them. This shared IT infrastructure contains large pools of 

systems that are linked together. Often, virtualization techniques are used to maximize the power of cloud computing. 
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Characteristics and Services Models: 

                    The salient characteristics of cloud computing based on the definitions provided by the National Institute of 

Standards and Terminology (NIST) are outlined below: 

• On-demand self-service: A consumer can unilaterally provision computing capabilities, such as server time and 

network storage, as needed automatically without requiring human interaction with each service’s provider.  

• Broad network access: Capabilities are available over the network and accessed through standard mechanisms 

that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).  

• Resource pooling: The provider’s computing resources are pooled to serve multiple consumers using a multi-

tenant model, with different physical and virtual resources dynamically assigned and reassigned according to 

consumer demand. There is a sense of location-independence in that the customer generally has no control or 

knowledge over the exact location of the provided resources but may be able to specify location at a higher level 

of abstraction (e.g., country, state, or data center). Examples of resources include storage, processing, memory, 

network bandwidth, and virtual machines.  

• Rapid elasticity: Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly 

scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning 

often appear to be unlimited and can be purchased in any quantity at any time.  

• Measured service: Cloud systems automatically control and optimize resource use by leveraging a metering 

capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and 

active user accounts). Resource usage can be managed, controlled, and reported providing transparency for both 

the provider and consumer of the utilized service.  

 

Characteristics of cloud computing 

  

 

 



Services Models: 

             Cloud Computing comprises three different service models, namely Infrastructure-as-a-Service (IaaS), Platform-

as-a-Service (PaaS), and Software-as-a-Service (SaaS). The three service models or layer are completed by an end user 

layer that encapsulates the end user perspective on cloud services. The model is shown in figure below. If a cloud user 

accesses services on the infrastructure layer, for instance, she can run her own applications on the resources of a cloud 

infrastructure and remain responsible for the support, maintenance, and security of these applications herself. If she 

accesses a service on the application layer, these tasks are normally taken care of by the cloud service provider. 

 

Structure of service models 

Benefits of cloud computing: 

1. Achieve economies of scale – increase volume output or productivity with fewer people. Your cost per unit, 

project or product plummets.  

2. Reduce spending on technology infrastructure. Maintain easy access to your information with minimal upfront 

spending. Pay as you go (weekly, quarterly or yearly), based on demand.  

3. Globalize your workforce on the cheap. People worldwide can access the cloud, provided they have an Internet 

connection.  

4. Streamline processes. Get more work done in less time with less people.  

5. Reduce capital costs. There’s no need to spend big money on hardware, software or licensing fees.  

6. Improve accessibility. You have access anytime, anywhere, making your life so much easier!  

7. Monitor projects more effectively. Stay within budget and ahead of completion cycle times.  

8. Less personnel training is needed. It takes fewer people to do more work on a cloud, with a minimal learning 

curve on hardware and software issues. 



9. Minimize licensing new software. Stretch and grow without the need to buy expensive software licenses or 

programs.  

10. Improve flexibility. You can change direction without serious “people” or “financial” issues at stake.  

Advantages: 

1. Price: Pay for only the resources used. 

2. Security: Cloud instances are isolated in the network from other instances for improved security. 

3. Performance: Instances can be added instantly for improved performance. Clients have access to the total 

resources of the Cloud’s core hardware. 

4. Scalability: Auto-deploy cloud instances when needed. 

5. Uptime: Uses multiple servers for maximum redundancies. In case of server failure, instances can be 

automatically created on another server. 

6. Control: Able to login from any location. Server snapshot and a software library lets you deploy custom 

instances. 

Traffic: Deals with spike in traffic with quick deployment of additional instances to handle the load. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

SYSTEM STUDY 

FEASIBILITY STUDY 

           The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general 

plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be 

carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some 

understanding of the major requirements for the system is essential. 

Three key considerations involved in the feasibility analysis are  

 ECONOMICAL FEASIBILITY 

 TECHNICAL FEASIBILITY 

 SOCIAL FEASIBILITY 

 

ECONOMICAL FEASIBILITY                    

  This study is carried out to check the economic impact that the system will have on the organization. The 

amount of fund that the company can pour into the research and development of the system is limited. The expenditures 

must be justified. Thus the developed system as well within the budget and this was achieved because most of the 

technologies used are freely available. Only the customized products had to be purchased.  

TECHNICAL FEASIBILITY 

                 

       This study is carried out to check the technical feasibility, that is, the technical requirements of the system. 

Any system developed must not have a high demand on the available technical resources. This will lead to high demands 

on the available technical resources. This will lead to high demands being placed on the client. The developed system must 

have a modest requirement, as only minimal or null changes are required for implementing this system.    

SOCIAL FEASIBILITY 

           The aspect of study is to check the level of acceptance of the system by the user. This includes the process of 

training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a 

necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about 

the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some 

constructive criticism, which is welcomed, as he is the final user of the system. 

 

 

 

 

 

 



SYSTEM REQUIREMENTS: 

HARDWARE REQUIREMENTS: 

 

• System   : Pentium IV 2.4 GHz. 

• Hard Disk         : 40 GB. 

• Floppy Drive : 1.44 Mb. 

• Monitor  : 15 VGA Colour. 

• Mouse  : Logitech. 

• Ram   : 512 Mb. 

 

SOFTWARE REQUIREMENTS: 

 

• Operating system  : - Windows XP. 

• Coding Language :  J2EE 

Data Base  :  MYSQL 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



SYSTEM ANALYSIS 

EXISTING SYSTEM: 

▪ Kallahalla et al presented a cryptographic storage system that enables secure data sharing on untrustworthy 

servers based on the techniques that dividing files into file groups and encrypting each file group with a file-block 

key. 

▪ Yu et al exploited and combined techniques of key policy attribute-based encryption, proxy re-encryption and 

lazy re-encryption to achieve fine-grained data access control without disclosing data contents. 

DISADVANTAGES OF EXISTING SYSTEM: 

▪ The file-block keys need to be updated and distributed for a user revocation; therefore, the system had a heavy 

key distribution overhead.  

▪ The complexities of user participation and revocation in these schemes are linearly increasing with the number of 

data owners and the revoked users. 

▪ The single-owner manner may hinder the implementation of applications, where any member in the group can use 

the cloud service to store and share data files with others. 

PROPOSED SYSTEM: 

❖ In this paper, we propose a secure data sharing scheme, which can achieve secure key distribution and data 

sharing for dynamic group.  

❖ We provide a secure way for key distribution without any secure communication channels. The users can securely 

obtain their private keys from group manager without any Certificate Authorities due to the verification for the 

public key of the user. 

❖ Our scheme can achieve fine-grained access control, with the help of the group user list, any user in the group can 

use the source in the cloud and revoked users cannot access the cloud again after they are revoked. 

❖ We propose a secure data sharing scheme which can be protected from collusion attack. The revoked users can 

not be able to get the original data files once they are revoked even if they conspire with the untrusted cloud. Our 

scheme can achieve secure user revocation with the help of polynomial function. 

❖ Our scheme is able to support dynamic groups efficiently, when a new user joins in the group or a user is revoked 

from the group, the private keys of the other users do not need to be recomputed and updated. 

❖ We provide security analysis to prove the security of our scheme. 

 

 

 

 

 

 



ADVANTAGES OF PROPOSED SYSTEM: 

✓ The computation cost is irrelevant to the number of revoked users in RBAC scheme. The reason is that no matter 

how many users are revoked, the operations for members to decrypt the data files almost remain the same.  

✓ The cost is irrelevant to the number of the revoked users. The reason is that the computation cost of the cloud for 

file upload in our scheme consists of two verifications for signature, which is irrelevant to the number of the 

revoked users. The reason for the small computation cost of the cloud in the phase of file upload in RBAC 

scheme is that the verifications between communication entities are not concerned in this scheme. 

In our scheme, the users can securely obtain their private keys from group manager Certificate Authorities and secure 

communication channels. Also, our scheme is able to support dynamic groups efficiently, when a new user joins in the 

group or a user is revoked from the group, the private keys of the other users do not need to be recomputed and updated. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



LITERATURE SURVEY 

 

1 “Oruta: Privacy-Preserving Public Auditing for Shared Data in the Cloud,” 

AUTHORS:  B. Wang, B. Li, and H. Li, 

With cloud data services, it is commonplace for data to be not only stored in the cloud, but also shared across multiple 

users. Unfortunately, the integrity of cloud data is subject to skepticism due to the existence of hardware/software failures 

and human errors. Several mechanisms have been designed to allow both data owners and public verifiers to efficiently 

audit cloud data integrity without retrieving the entire data from the cloud server. However, public auditing on the integrity 

of shared data with these existing mechanisms will inevitably reveal confidential information-identity privacy-to public 

verifiers. In this paper, we propose a novel privacy-preserving mechanism that supports public auditing on shared data 

stored in the cloud. In particular, we exploit ring signatures to compute verification metadata needed to audit the 

correctness of shared data. With our mechanism, the identity of the signer on each block in shared data is kept private from 

public verifiers, who are able to efficiently verify shared data integrity without retrieving the entire file. In addition, our 

mechanism is able to perform multiple auditing tasks simultaneously instead of verifying them one by one. Our 

experimental results demonstrate the effectiveness and efficiency of our mechanism when auditing shared data integrity. 

2. “Security Challenges for the Public Cloud,” 

AUTHORS:  K. Ren, C. Wang, and Q. Wang, 

In this talk, I will first discuss a number of pressing security challenges in Cloud Computing, including data service 

outsourcing security and secure computation outsourcing. Then, I will focus on data storage security in Cloud Computing. 

As one of the primitive services, cloud storage allows data owners to outsource their data to cloud for its appealing 

benefits. However, the fact that owners no longer have physical possession of the outsourced data raises big security 

concerns on the storage correctness. Hence, enabling secure storage auditing in the cloud environment with new 

approaches becomes imperative and challenging. In this talk, I will  present our recent research efforts towards storage 

outsourcing security in cloud computing and  describe both our technical approaches and security & performance 

evaluations. 

 

 

 

 

 

 

 



3. “Privacy-Preserving Public Auditing for Data Storage Security in Cloud 

Computing,” 

AUTHORS: C. Wang, Q. Wang, K. Ren, and W. Lou 

Cloud computing is the long dreamed vision of computing as a utility, where users can remotely store their data into the 

cloud so as to enjoy the on-demand high quality applications and services from a shared pool of configurable computing 

resources. By data outsourcing, users can be relieved from the burden of local data storage and maintenance. However, the 

fact that users no longer have physical possession of the possibly large size of outsourced data makes the data integrity 

protection in Cloud Computing a very challenging and potentially formidable task, especially for users with constrained 

computing resources and capabilities. Thus, enabling public audit ability for cloud data storage security is of critical 

importance so that users can resort to an external audit party to check the integrity of outsourced data when needed. To 

securely introduce an effective third party auditor (TPA), the following two fundamental requirements have to be met: 1) 

TPA should be able to efficiently audit the cloud data storage without demanding the local copy of data, and introduce no 

additional on-line burden to the cloud user; 2) The third party auditing process should bring in no new vulnerabilities 

towards user data privacy. In this paper, we utilize and uniquely combine the public key based homomorphic authenticator 

with random masking to achieve the privacy-preserving public cloud data auditing system, which meets all above 

requirements. To support efficient handling of multiple auditing tasks, we further explore the technique of bilinear 

aggregate signature to extend our main result into a multi-user setting, where TPA can perform multiple auditing tasks 

simultaneously. Extensive security and performance analysis shows the proposed schemes are provably secure and highly 

efficient. 

4. “Computing Encrypted Cloud Data Efficiently under Multiple Keys,” 

AUTHORS: B. Wang, M. Li, S.S. Chow, and H. Li, 

The emergence of cloud computing brings users abundant opportunities to utilize the power of cloud to perform 

computation on data contributed by multiple users. These cloud data should be encrypted under multiple keys due to 

privacy concerns. However, existing secure computation techniques are either limited to single key or still far from 

practical. In this paper, we design two efficient schemes for secure outsourced computation over cloud data encrypted 

under multiple keys. Our schemes employ two non-colluding cloud servers to jointly compute polynomial functions over 

multiple users' encrypted cloud data without learning the inputs, intermediate or final results, and require only minimal 

interactions between the two cloud servers but not the users. We demonstrate our schemes' efficiency experimentally via 

applications in machine learning. Our schemes are also applicable to privacy-preserving data aggregation such as in smart 

metering. 

 

 

 

 

 

 



5. “Achieving Secure, Scalable, and Fine-Grained Data Access Control in Cloud 

Computing,” 

AUTHORS: S. Yu, C. Wang, K. Ren, and W. Lou, 

Cloud computing is an emerging computing paradigm in which resources of the computing infrastructure are provided as 

services over the Internet. As promising as it is, this paradigm also brings forth many new challenges for data security and 

access control when users outsource sensitive data for sharing on cloud servers, which are not within the same trusted 

domain as data owners. To keep sensitive user data confidential against untrusted servers, existing solutions usually apply 

cryptographic methods by disclosing data decryption keys only to authorized users. However, in doing so, these solutions 

inevitably introduce a heavy computation overhead on the data owner for key distribution and data management when 

fine-grained data access control is desired, and thus do not scale well. The problem of simultaneously achieving fine-

grainedness, scalability, and data confidentiality of access control actually still remains unresolved. This paper addresses 

this challenging open issue by, on one hand, defining and enforcing access policies based on data attributes, and, on the 

other hand, allowing the data owner to delegate most of the computation tasks involved in fine-grained data access control 

to untrusted cloud servers without disclosing the underlying data contents. We achieve this goal by exploiting and 

uniquely combining techniques of attribute-based encryption (ABE), proxy re-encryption, and lazy re-encryption. Our 

proposed scheme also has salient properties of user access privilege confidentiality and user secret key accountability. 

Extensive analysis shows that our proposed scheme is highly efficient and provably secure under existing security models. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



CONCLUSION 

In this paper, we design a secure anti-collusion data sharing scheme for dynamic groups in the cloud. In our scheme, the 

userscan securely obtain their private keys from group manager Certificate Authorities and secure communication 

channels. Also, our scheme is able to support dynamic groups efficiently, when a new user joins in the group or a user is 

revoked from the group, the private keys of the other users do not need to be recomputed and updated. Moreover, our 

scheme can achieve secure user revocation, the revoked users can not be able to get the original data files once they are 

revoked even if they conspire with the untrusted cloud. 
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